Central Indicator Data Repository (CIDR)

Standardizing, Streamlining, & Securing the Economic Indicator Data




Objectives/Agenda

* History of CIDR

* Current state — CIDR3

* Release Platform Optimization
* Security and Monitoring

* Future Enhancements
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CIDR History &
Iterations

Nicole Davis
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* | — Indicator

* D - Data

* R — Repository

CIDR has always been a system used to assist
with and ensure the most accurate and
timely release of indicator data. CIDR has
gone through a few iterations, but the goal
has always been the same.



Provided data users with the ability to create customized time series data of all economic indicators, with
options to download text or excel files and create bar and line charts within milliseconds of the indicator
release time.

Balance of Payment Goods and Services: United States — Seésonally Adjusted Balance [Millions of Dollars]
B TXT EXLS-V EXLS-H

iz Bar Chart -«“Line Chart

Year Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

2010 -37.744 -41.504 -40,270 -41.496 -42.088 -A7.316 -41.610 -45619 -44 334 -40.647 -38.739 -41,722
201m -48.123 -44 753 -44 313 -42 685 =47 724 -49 852 -46.070 -45.052 =43 47T -45.510 -47 461 -49. 474
2012 -50.126 -42. 780 -49.749 -46,842 -45.106 -42.941 -42 406 -44 030 -38,794 -41 467 -45.332 -36,334
2013 -40,135 -41,004 -34,314 -38,487 -41,701 -34.426 -36,396 -36.617 -39,917 -36,285 -33,983 -33.636
2014 -37.433 -40.119 -42.940 -43,735 -39,575 -38,895 -38,935 -36,935 -41,672 -41,067 -39,808 -42 838
2015 -38.865 -33,903 -48,732 -39.836 -38,502 -42.425 -40,340 -44.205 -41,641 -40,873 -40,451 -41,003
2018 -40,045 -43.305 -36,801 -38,048 -39,031 -41.719 -39,932 -40,147 -37,004 -38,555 -43,895 -40.977
2017 -43.556 -39.785 -41.124 -44 227 -43,985 -42 579 -43.854 -41,391 -41,593 -42.848 -45.463 -46.535
2018 =47 072 -4, 793 -43,508 -46.129 -41.421 -44 811 -49 673 -49 558 -50,563 -52.453 -49 401 -55212
2019 -49 146 -47 264 -48 467 -49 433 -50,303 -438.518 -45.289 -48 565 -44 542 -41,804 -38,956 -44 107
2020 -43,950 -40.611 -43,967 -52,981 -54,700 -49.121 -99.470 52,219 -58,182 61,489 -64.414 -£1.776
2021 -62 331 -64 872 -65,941 -65,898 -66,379 -70.831 -69.338 -71,816 -76,771 -67,360 -79.379 -80,656
2022 -86.503 -86.960 -102,536 -86,016 -84,073 -50.851 -71.672 67,315 -71,726 -78,329 -63.818 -71.3686
2023 -70172 -70.230 -60,594 -74,552 NA MA MA MA NA MA MA MA

[Excel] or the letters [xIsx] indicate a document is in the Microsofi®@ Excel® Spreadsheet Format (XLSX). To view the file, you will need the Microsofi® Excel® Viewer [+ available for free
from Microsoft®. This symbal 3= indicates a link to a non-government web site. Our linking to these sites does not constitute an endorsement of any products, services or the information

found on them. Once you link to another site you are subject to the policies of the new site.
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CIDR2

Provided indicator staff a centralized system where they could combine additional release processes with the
previous version of CIDR, allowing them to upload their data files and briefing room and dashboard updates as

well.

This system gave users a place where they could test the release not only the day prior to the release, but also an
hour before the release to ensure the most accuracy. The system released the data files automatically at release
time, eliminating manual pushes and ensuring availability of files within milliseconds of the release time.

FTD Release HUB

Release Statistical
] Period Release Date
719 Apr 2023 2023-06-07
Press Release Author
Dashboard Author
CSV Upload Author
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Manufacturers' Goods

June 2023 Report

Approved Published
Released August 3rd, 2023
v v
o
$592.0B 4
v v
New Orders 2.3%
v v

Homeownership Rate
2nd Qtr 2023 Report

Released August 2nd, 2023

65.9% A

Homeownership Rate g 1%pTs

Manufacturers' Goods

August 3rd, 2023

June 2023

e /T\O
% CHANGE

U.S. Economic Indicators

View all U.S. Economic Indicators °

Rental Vacancy Rate
2nd Qtr 2023 Report
Released August 2nd, 2023

6.3% 4

0.7%PTS

Construction Spending
June 2023 Report

Released August 1st, 2023

9%

goods in June, up six
sed $13.4 billion or

$1938.4 B U‘*

May 2023 ©

% CHANGE

1 Want To..

Rental Vacancy Rate
August 2nd, 2023

2" Quarter 2023 2" Quarter 2022

1\

PERCENT {

PERCENT

Released:  August 2nd, 2023
Next Release: October 31st, 2023

The rental vacancy rate in the second quarter 2023,
6.3 percent, was higher than the rate in the second
quarter 2022. Compared to the rates in the second
quarter 2022, the second quarter 2023 rates in the
Northeast, South, and West were higher, and the
rate in the Midwest was not statistically different.

[ Press Release

IWant To... ™

9 Quarter 2022

PERCENT

Construction Spending
August 1st, 2023

June 2023 May 2023 ©

*

/T\

% CHANGE % CHANGE

Released:  August 1st, 2023
Next Release: September 15t 2023



Challenges Faced in CIDR2

The rest of the Census Bureau websites were transitioning to using the Content
Management System (CMS). The webpages would have much standardization with a look
and feel to all pages within the site.

As the indicators planned to move into the CMS, it was determined that the CMS was not a
feasible approach, as it would not be able to handle releases within milliseconds of the
indicator release schedule.

An alternate solution was necessary that could not only create a unified look of the indicator
pages to the rest of the Census pages but could also ensure a timely and efficient release of
data.
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Improvements Introduced in CIDR3

» Standardized the look and feel of the Indicator websites to the rest of the Census site.
» Standardized the navigation of Indicator websites to each other.
* Provided a more streamlined experience for data users of the Indicator websites.

* Provides internal staff ease of use for creating and updating webpages.
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Website Standardization

CIDR3 introduced the use of templates to create all the
pages within the indicator sites. The templates were
modeled after webpages from the rest of the Census site
already in the CMS.

* This allowed the pages to not only have a similar look and —
International Trade

feel with the rest of the Census pages, but also made 1 .. S
every indicator have similar navigation in finding the data 7 .
through the site. N
* Among these pages are a "Landing Page" which allows for - oo | e | souey
similar navigation across the indicator sites and a "Press
Release Page" where users can preview the full release
E:t:l:ﬂ:;kem"der Announcements U.S. ECONOMIC INDICATORS ©
Backto Our Surveys & Th p CQH me USEP o fll I::conn:liclm?icamrso
Cisssies e g 2
d fomh 2019 d20 OA IS fM f (ASM) d rade 1631000 N

oassssssssse Bureau 8



Accessibility for Website Creation

* With the use of
templates and rich text

editors, staff really needed

no previous knowledge of

HTML coding to be able to

update or add new
webpages.

* Users can just type in
the editor box and format
within the box to create
different sections of a
webpage.
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foreign-trade/statistics/notices/aircraft/codes_html - (Dynamic Shared) Published
foreign-trade/statistics/corrections/index.html - (File Data) Published
foreign-trade/statistics/historical/metro_html - {File Data) Published

[
[
[
[

foreign-trade/aes/upcoming-outreach-activities_html - (Dynamic Shared) Published

m frrnimm brmdalnnmillbesndnanio el U PSR R i T e |
Section Content (Link) @
Section Data ~ v x
Section Content
B source | &) BE G« Qi E|(%-|BI USx%x|[LI

Heading1 ~ | Font ~ | Size - A-B- 2 e ?

Seasonally Adjusted (Nominal) Data
Balance Of Payments (BOP) Basis

International Trade in Goods and Services

« Annual goods (BOP basis), senices, and total balance, exports and imports, 1960 - Present PDF | XLSX

2023-06-20 10:52:19

2023-06-20 07:46:26

2023-06-15 08:00:55

2023-06-08 11:59:30

NF3-NA-NA A1-41-NR

« Monthly and annual goods (BOP basis), senices, and total balance, exports and imports, 1992 - Present PDF | XLSX

International Trade in Goods

» Annual goods (BOP basis and Census basis) balance, exports and impaorts with percent change, 1960 - Present POF | XLSX

Census Basis (International Trade in Goods)

« Monthly and Annual Goods Balance, exports and imports
« Exports of Goods by Principal End-Use Category, monthly and annual, 1992 - Present PDF | XLSX

» Imports of Goods by Principal End-Use Category, monthly and annual, 1992 - Present POE | XLSX

« Exports, Imports, and Balance of Petroleum and Non-Petroleum End-Use Categary. maonthly and annual, 1992 - Present POF | XLSX

« Exports. Imports and Trade Balance by Selected Countries and Areas. Monthly and Quarterly totals
2009 - Present Download Full Dataset (XLSX - 0.1 MB)

®
%
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Release Platform
Optimization In
CIDR3

Daniel Summers
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Automated execution of release checklist

One-time decryption of content during
first attempt

Subsequent caching of data to eliminate
trip to the census network and
infrastructure

Real-time identification of BOTs with
rate limiting controls on burst attempts

Detection and prevention of cache
bursting scenarios prior to straining
internal load balancers
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CENSUS INTERNAL

Release
Mechanism

App Server

‘Q Data to be released

CIDR Release Portal
(Web App)

&%

Census Indicator Analysts

A\

Release Platform Components

CENSUS DMZ

DB Cluster

Web Cluster

Public CDN L&

Public Data

WWW.CENSUS. SOV
Briefing Room, Widget
Program Areas

®_0
-.‘ Public Users
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Monitoring Dashboard

CIDR3 MONITOR

Click to Raise an Issue

RELEASES

Upcoming

MySQL Moniter:

CuEt

https://mysqlem.econ.census.gov:18443/Auth.action
Hits Analysis Tool: https://sso.econ.census.gov/cidr_traffic/public/home

8 i

Show Issue History

Releases: B66-600-3157, 121012%

2823-11-29 @8:32:8@ MRTSADV (id:s2s)

- Stats:

2823-Nov.xlsx

2823-12-84 1@
2023-12-86 @8:38:00 FTD (id:725)

2823-11-29 @8:32:@@ MITSADV (id:s37)
2823-11-29 25:32:0@ FTDADV (id:s93)
2023-12-91 12:09:0@ VIP (id:7el)

@ M2 (1d:713)

Previous

2023-11-27 10:90:02 RESSALES (1d:861)
2823-11-22 B2:38:88 MIADV (id:683)
2023-11-17 18:08:02 0SS (1d:740)

2023-11-17 8:30:8@ RESCONST (id:843)

2223-11-15 1@:@2:@2 MTIS (id:se1)

2823-0ct.xlsx
2823-5ep.xlsx
2023-Aug.xlsx
2823-Jul.xlsx
2823-Jun.xlsx

Hotline: 381-763-1500 5 48
Emergencies: 866-880-0098, 6751184#
refreshing in 16s...
NG
N =
TIME STATUS NTP STATUS VHOST STATUS DB STATUS SERVER DB CHECKSUM FS PING Release: 861 - refreshing in 20s
ok ok ok STATUS STATUS STATUS I 2RIl UL s LLE= e 2 e TP LR B i B
ok ok ok
2023-11-27 | 2023-11-27
6.1 Cur C leted S full COMPLETE
[ url Completed Successfully 10-00-00 095955 cron
2223;&1;7 FTD Copied unstructured content to external database cidr-web5-2pub.econ.census i Unstructured Content files have been 20731137 0731137
5.6 moved to the DMZ but are currently COMPLETE RESSALES
2823-11-27 10:00:00 09:55:51
18:01:19 FTD Copied unstructured content to external database cidr-webS-lpub.econ.census encr:.'pled
3873-11-27 Unsfructured Content files have been
ied indi 1 datab 2023-11-27 | 2023-11-27
16:01:01 o Copied indicater peges to external datsbase (720) 56 moved to the DMZ but are currently COMPLETE RESSALES
ted 10:00:00 09:55:43
2??;;1;;7 FTD Copied unstructured non-release content to external database cidr-web5-Spub.ec Encryple
o Unstructured Content files have been
2023-11-27 . ; . 2023-11-27 | 2023-11-27
10 Conied yostoyctieed non_selease content to oxternnal dotobose cide hR,Anuuhﬁ 56 moved to the DMZ but are IZ'.IJITEI'I‘H'J' COMPLETE 10:00-00 095545 RESSALES
encrypled o o
Unstructured Content files have been
58 maved to the DMZ but are currently compLeTe | c02 1127 20231127 RESSALES
= ' ! 10:00:00  |09:55:42
encrypled
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ive Traffic Management

CIDR Traffic Home Heavy Hitters

For Release: 264 5 2!894 731

2023-11-12 10:00:00 (BFS) v ) ) _ ) . .
otal IPs IPs from Heavy Hitters otal Hits Hits from Heavy Hitters

All data is from -1 min to +1 min (over 100 hits)

from release time

25.26% 394 (53.9%) 337 (46.1%) 71 0 (0%)

Heavy Hitters Share Hits Before Hits After Ave Urls Requested 502s
(% of hits from HHs)

A Double click any row to drill down! Also note that this table is sortable and filterable. Search l
IP Likely Source Total Hits v Hits Before Hits After Unique Urls 502s 404s
private o
172.23.178.250 ivat 201 167 (83.08%) 34 (16.9%) 104 (details) Q 0
private

University of Virginia ) )
128.143.22.146 ) 183 15 (8.20%) 168 (91.8%) 50 (details) 4] 0
Charlottesville VA 22903, US

2601:14b:4083:480:2d7 1:fe9:5 cde:e00 Comeast Cable Communications, LLC 134 0 (0.00% 134 (100.0% 51 (details) 0 0
: . A 8ele [fed:5Scdee Bowie MD 20716, US (0. ) ( J0%8) (details)

ABTS (Karnataka) .
122.167.6.132 107 106 (99.07%) 1 (0.9%) 102 (details) Q 0
Bengaluru KA 560008, IN

13



Real-time Load Monitoring

For Release:

2023-11-22 08:30:00 (M3ADV) g

\
h

ml}

A
A= AN
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Rate Limiting Controls

CIDR Traffic eavy Rate Limit Tool

For Release: Rate Limit per IP: 8671 Before 10.06% 4 Affected

2023-11-17 10:00:00 (Q55) v Average Threshold

10 hits per| PerSecond v 7799 Af‘ter it Reduction % 529 TOTE!'
The average number of hits per second occurming within a two-minute window. Hit Counts

s (0.76%)

car
ed User Count

All data is from -1 min to +1 min

from release time

Burst Threshold

20 hits per second

The average number of hits per second occurming within a five-second window.

Penalty Box
10 minutes
| i
IP Location Affected by Limit Affected by Average Limit Affected by Burst Limit Hits Before Limit Hits After Limit Reduction %
=

192.234.235.103

- Yes No Yes 131 6 95.42
(details)
199.67.13847

- Yes No Yes 599 71 88.15
(details)
172.22.114.136

- Yes No Yes 213 86 59.62
(details)
171.158.226.50

- Yes No Yes 230 138 40.00
(details)
34.250.89.35

- No No No 195 195 0.00
(details)
206.41.177.184

- No No No 6 6 0.00
(details)
119.13.202.56

- No No No 3 3 0.00
(details)
136.226.232.98
(detaile) - No No No 196 196 0.00
(details)

172 2371 154

15



Future Advancements

* As an ever-evolving system, there are
plans in place for:
* Cloud Transition
* Fault Tolerance
* Automated Testing
* Traffic Forecasting
* Al-Powered Templates
* Briefing Room Re-Design
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Thank youl!

Nicole Davis, Assistant Division Chief Dan Summers, Assistant Division Chief
International Trade Programs Econ Infrastructure/Shared Services

Economic Indicators Division Economic Applications Division

U.S. Census Bureau U.S. Census Bureau
301.763.7134 301.763.9678
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